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Microsoft fixes a record 147 bugs in April release of Patch Tuesday
Simon HenderyApril 10, 2024
This month’s bumper crop of patches includes two Microsoft didn’t initially acknowledge were being exploited in the wild.
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Perspectives
	






How BEC attacks are evolving in the AI era
Mike  Britton 
April 10, 2024


	

VPN is dead, long live VPN!
Sagie Dulce
April 9, 2024


	

What security agencies, regulators, and businesses get wrong about cybersecurity
Stu Sjouwerman
April 9, 2024


	

What security pros can learn about AI from the Russia-Ukraine war
Asaf  Shahar
April 8, 2024


	

Can the EU’s Digital Markets Act end Apple and Google’s app store dominance and deliver better security?
Ted  Miracco 
April 5, 2024


More PerspectivesIn Brief
	



Ransomware attack disrupts GBI Genios
SC Staff
April 10, 2024


	

Azure misconfiguration exposes Microsoft’s internal data
SC Staff
April 10, 2024


	

Texas county agency attacked by Medusa ransomware gang
SC Staff
April 10, 2024


	

Over 530K impacted by Wisconsin healthcare non-profit ransomware attack
SC Staff
April 10, 2024


	

Multi-stage malware deployed via ScrubCrypt crypter
SC Staff
April 10, 2024


More BriefsMore Resources
	



Hunter-killer malware: How to prevent it from undermining security controls
SC Staff
March 25, 2024


	

Fighting active adversaries: The need for dynamic defenses
George  V.  Hulme
March 22, 2024


	

Adversarial evolution: How defenders must also evolve
George  V.  Hulme
March 20, 2024


	

Using MITRE ATT&CK framework to thwart active adversaries
George  V.  Hulme
March 19, 2024


	

Identity security: Challenges and best practices
Daniel  Thomas
March 14, 2024
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Network Security
D-Link NAS device vulnerabilities exploited – no patch available
Laura FrenchApril 9, 2024
An attacker could gain remote access to network-attached storage and execute arbitrary commands.
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Network Security
Two new bugs can bypass detection and steal SharePoint data
Steve ZurierApril 9, 2024
Varonis researchers say until Microsoft issues a patch, companies should watch their SharePoint environments for unusual activity. 
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Data Security
DOJ data on 340,000 individuals stolen in consulting firm hack
Simon HenderyApril 9, 2024
The records were taken in a cyberattack against a firm providing support services for a Justice Department court case.
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Data Security
Home Depot confirms data breach via third-party vendor
Steve ZurierApril 8, 2024
Security pros say threat actors could use the leaked data to run phishing attacks that would steal Home Depot corporate credentials and launch ransomware attacks. 
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Ransomware
Change Healthcare breach data may be in hands of new ransomware group
Laura FrenchApril 8, 2024
RansomHub has threatened to sell 4TB of Change Healthcare data if it is not paid in 12 days.
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Governance, Risk and Compliance
Health sector help desks duped by social engineering scams, HHS warns
Simon HenderyApril 8, 2024
Hackers are using a sophisticated social engineering ruse targeting IT help desk staff to gain initial access to healthcare organizations.
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Network Security
Bing ad posing as NordVPN aims to spread SecTopRAT malware
Laura FrenchApril 5, 2024
The remote access trojan creates a second hidden desktop to control the victim’s browser.
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AI/ML
‘Hugging Face’ AI models, customer data at risk to cross-tenant attacks
Steve ZurierApril 5, 2024
New joint research by Wiz and AI-as-a-service provider Hugging Face find that a malicious pickle-serialized model could contain a remote execution payload.
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EVENTS
	







CybercastIdentity security and user experience – there shouldn’t be a trade-off

Tue Apr 16	




CybercastBeyond IAM: Achieving true identity security

Wed Apr 17	




CybercastSecuring Complex OT Environments

Thu Apr 18	




Virtual ConferenceCloud security: Fixing what broke during the “great migration”

Tue Apr 23	




CybercastCommon-sense security: The case for unified SASE as a service

Thu Apr 25 
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